S.B. No. 11

AN ACT
relating to protecting the privacy of medical redsyrproviding penalties.
BE IT ENACTED BY THE LEGISLATURE OF THE STATE OF
TEXAS:
SECTION 1. Title 2, Health and Safety Code, iaded by adding
Subtitle | to read as follows:

SUBTITLE |I. MEDICAL RECORDS

CHAPTER 181. MEDICAL RECORDS PRIVACY

SUBCHAPTER A. GENERAL PROVISIONS

Sec. 181.001. DEFINITIONS. (a) Unless othervdséned in this

chapter, each term that is used in this chaptethmmeaning assigned by the Health Insurance

Portability and Accountability Act and Privacy Stkands.

(b) In this chapter:

(1) "Covered entity" means any person who:

(A) for commercial, financial, or professiongin,

monetary fees, or dues, or on a cooperative, ndibpso pro bono basis, engages, in whole or in

part, and with real or constructive knowledge he practice of assembling, collecting,

analyzing, using, evaluating, storing, or transmitiprotected health information. The term

includes a business associate, health care payarramental unit, information or computer

management entity, school, health researcher theaie facility, clinic, health care provider, or

person who maintains an Internet site;

(B) comes into possession of protected health

information;



(C) obtains or stores protected health inforomat

under this chapter: or

(D) is an employee, agent, or contractor o€son

described by Paragraph (A), (B), or (C) insofath@semployee, agent, or contractor creates,

receives, obtains, maintains, uses, or transmitegted health information.

(2) "Health care operations" has the meaninmasd by the

Health Insurance Portability and Accountability Actd Privacy Standards. The term does not

include marketing as described in 45 C.F.R. Saci®t.514(e) and any subsequent

amendments.

(3) "Health Insurance Portability and Accounli&épiAct and

Privacy Standards" means the privacy requiremdrtseoAdministrative Simplification subtitle

of the Health Insurance Portability and Accounifbict of 1996 (Pub. L. No. 104-191) and

the final rules adopted on December 28, 2000, aitdighed at 65 Fed. Reqg. 82798 et seq., and

any subseguent amendments.

(4) "Marketing" means the promotion or adverisat, by a

covered entity, of specific products or servicehd covered entity receives, directly or

indirectly, a financial incentive or remuneratiar fhe use, access, or disclosure of protected

health information. Marketing does not includeoaxenunication for treatment or health care

operations by a health care provider, health maparticipants in an organized health care

arrangement or their affiliated covered entitiepasiness associates.

(5) "Protected health information" means indiaty

identifiable health information, including demoghépinformation collected from an individual,

that:
(A) relates to:

(i) the past, present, or future physical or

mental health or condition of an individual;




(ii) the provision of health care to an

individual; or

(iii) the past, present, or future payment

for the provision of health care to an individuahd

(B) identifies the individual or with respeot t

which there is a reasonable basis to believe floenmation can be used to identify the

individual.

Sec. 181.002. APPLICABILITY. (a) This chaptered not affect

the validity of another statute of this state thatvides greater confidentiality for information

made confidential by this chapter.

(b) To the extent that this chapter conflictshvanhother law with

respect to protected health information collectea lyovernmental body or unit, this chapter

controls.

Sec. 181.003. SOVEREIGN IMMUNITY. This chapterd not

waive sovereign immunity to suit or liability.

Sec. 181.004. RULES. A state agency that licenseequlates a

covered entity may adopt rules as necessary tg oatrthe purposes of this chapter.

[Sections 181.005-181.050 reserved for expansion]

SUBCHAPTER B. EXEMPTIONS

Sec. 181.051. PARTIAL EXEMPTION. Except for Shbpter D,

this chapter does not apply to:

(1) alicensee as defined in Article 28B.01uhasice Code;

(2) an entity established under Article 5.78a3urance

Code; or

(3) an employer.

Sec. 181.052. PROCESSING PAYMENT TRANSACTIONS BY

FINANCIAL INSTITUTIONS. (a) In this section, "fiancial institution" has the meaning




assigned by Section 1101, Right to Financial Pxivact of 1978 (12 U.S.C. Section 3401), and

its subsequent amendments.

(b) To the extent that a covered entity engagegiivities of a

financial institution, or authorizes, processesars, settles, bills, transfers, reconciles, or

collects payments for a financial institution, thisapter and any rule adopted under this chapter

does not apply to the covered entity with respethose activities, including the following:

(1) using or disclosing information to authoripeocess,

clear, settle, bill, transfer, reconcile, or collagayment for, or related to, health plan prensium

or health care, if the payment is made by any menasiding a credit, debit, or other payment

card, an account, a check, or an electronic fursdster; and

(2) requesting, using, or disclosing informatwith respect

to a payment described by Subdivision (1):

(A) for transferring receivables;

(B) for auditing;

(C) in connection with a customer dispute or an

inquiry from or to a customer;

(D) in a communication to a customer of thatent

regarding the customer's transactions, payment aaount, check, or electronic funds transfer;

(E) for reporting to consumer reporting agescar

(F) for complying with a civil or criminal subpna

or a federal or state law requlating the coverdidyen

Sec. 181.053. NONPROFIT AGENCIES. The departmball by

rule exempt from this chapter a nonprofit ageney flays for health care services or

prescription drugs for an indigent person onhhié figency's primary business is not the

provision of health care or reimbursement for Headtre services.

Sec. 181.054. WORKERS' COMPENSATION. This chagtes

not apply to:



(1) workers' compensation insurance or a functio

authorized by Title 5, Labor Code; or

(2) any person or entity in connection with pdivg,

administering, supporting, or coordinating anyhaf benefits under a self-insured program for

workers' compensation.

Sec. 181.055. EMPLOYEE BENEFIT PLAN. This chamtees not

apply to:

(1) an employee benefit plan; or

(2) any covered entity or other person, insafathe entity

Or person is acting in connection with an empldyeeefit plan.

Sec. 181.056. AMERICAN RED CROSS. This chaptersdnot

prohibit the American Red Cross from accessingiafoymation necessary to perform its duties

to provide disaster relief, disaster communicat@mremergency leave verification services for

military personnel.

Sec. 181.057. INFORMATION RELATING TO OFFENDERS

WITH MENTAL IMPAIRMENTS. This chapter does not dgo an agency described by

Section 614.017 with respect to the disclosuresipgctransfer, or exchange of medical and

health information and records relating to indivatiuin the custody of an agency or in

community supervision.

Sec. 181.058. EDUCATIONAL RECORDS. In this clept

protected health information does not include:

(1) education records covered by the Family Bdanal

Rights and Privacy Act of 1974 (20 U.S.C. Secti@B82qg) and its subsequent amendments; or

(2) records described by 20 U.S.C. Section

1232g(a)(4)(B)(iv) and its subsequent amendments.

[Sections 181.059-181.100 reserved for expansion]

SUBCHAPTER C. ACCESS TO AND USE OF HEALTH CARE INRMATION




Sec. 181.101. COMPLIANCE WITH FEDERAL REGULATIONS

A covered entity shall comply with the Health Insoce Portability and Accountability Act and

Privacy Standards relating to:

(1) an individual's access to the individuatstected health

information;

(2) amendment of protected health information;

(3) uses and disclosures of protected healtrnimdtion,

including requirements relating to consent; and

(4) notice of privacy practices for protectecltie

information.

Sec. 181.102. INFORMATION FOR RESEARCH. (a) @vered

entity may disclose protected health informatioa fmerson performing health research,

regardless of the source of funding of the resedocithe purpose of conducting health research,

only if the person performing health research H#ained:

(1) individual consent or authorization for usedisclosure

of protected health information for research resegiipy federal law;

(2) the express written authorization of thawvmal

required by this chapter;

(3) documentation that a waiver of individuahsent or

authorization required for use or disclosure ot@cted health information has been granted by

an institutional review board or privacy board eguired under federal law; or

(4) documentation that a waiver of the indivicRiaxpress

written authorization required by this chapter hasn granted by a privacy board established

under this section.

(b) A privacy board:

(1) must consist of members with varying backaoas and

appropriate professional competency as necessaeyitw the effect of the research protocol




for the project or projects on the privacy rightsl aelated interests of the individuals whose

protected health information would be used or disetl;

(2) must include at least one member who isaffdtated

with the covered entity or an entity conductingsponsoring the research and not related to any

person who is affiliated with an entity describadtlbis subsection; and

(3) may not have any member participating inrtheew of

any project in which the member has a conflicindgiiest.

(c) A privacy board may grant a waiver of the r=gs written

authorization for the use of protected health imfation if the privacy board obtains the

following documentation:

(1) a statement identifying the privacy board #me date on

which the waiver of the express written authorativas approved by the privacy board;

(2) a statement that the privacy board has ated that

the waiver satisfies the following criteria:

(A) the use or disclosure of protected health

information involves no more than minimal risk hetaffected individuals;

(B) the waiver will not adversely affect thevacy

rights and welfare of those individuals;

(C) the research could not practicably be cotetl

without the waiver;

(D) the research could not practicably be cotehl

without access to and use of the protected hadibhmation;

(E) the privacy risks to individuals whose gcied

health information is to be used or disclosed assonable in relation to the anticipated benefits,

if any, to the individuals and the importance &f #Kmowledge that may reasonably be expected

to result from the research;




(F) there is an adequate plan to protect the

identifiers from improper use and disclosure;

(G) there is an adequate plan to destroy the

identifiers at the earliest opportunity consisteith conduct of the research, unless there is a

health or research justification for retaining ithentifiers or the retention is otherwise required

by law; and

(H) there are adeguate written assuranceshbat

protected health information will not be reusedlisclosed to another person or entity, except:

(i) as required by law;

(ii) for authorized oversight of the research

project; or

(iii) for other research for which the use or

disclosure of protected health information woulddeemitted by state or federal law;

(3) a brief description of the protected heaifiormation for

which use or access has been determined to besaggdsy the privacy board under Subdivision

(2)(D); and

(4) a statement that the waiver of express @vritt

authorization has been approved by the privacydfidiowing the procedures under Subsection

(e).

(d) A waiver must be signed by the presidingasafiof the privacy

board or the presiding officer's designee.

(e) The privacy board must review the proposedamch at a

convened meeting at which a majority of the privaogrd members are present, including at

least one member who satisfies the requiremerffaib$ection (b)(2). The waiver of express

written authorization must be approved by the nisjaf the privacy board members present at

the meeting, unless the privacy board elects tansexpedited review procedure. The privacy

board may use an expedited review procedure onheifesearch involves no more than




minimal risk to the privacy of the individual whe the subject of the protected health

information of which use or disclosure is beingauu If the privacy board elects to use an

expedited review procedure, the review and approfvide waiver of express written

authorization may be made by the presiding offafehe privacy board or by one or more

members of the privacy board as designated byrémsding officer.

(f) A covered entity may disclose protected Healformation to a

person performing health research if the coverédyasbtains from the person performing the

health research representations that:

(1) use or disclosure is sought solely to revigatected

health information as necessary to prepare a resg@aotocol or for similar purposes preparatory

to research;

(2) no protected health information is to be oged from

the covered entity by the person performing thdtheasearch in the course of the review; and

(3) the protected health information for whictewr access

is sought is necessary for the research purposes.

(g) A person who is the subject of protected theiaformation

collected or created in the course of a clinicaésgch trial may access the information at the

conclusion of the research trial.

Sec. 181.103. DISCLOSURE OF INFORMATION TO PUBLIC

HEALTH AUTHORITY. A covered entity may use or disse protected health information

without the express written authorization of theéiwdual for public health activities or to

comply with the requirements of any federal orestagalth benefit program or any federal or

state law. A covered entity may disclose protetiealth information:

(1) to a public health authority that is autkhed by law to

collect or receive such information for the purpo§ereventing or controlling disease, injury, or

disability, including the reporting of disease uinyj, vital events such as birth or death, and the

conduct of public health surveillance, public hieativestigations, and public interventions;




(2) to a public health authority or other apprate

government authority authorized by law to recemorts of child or adult abuse, neglect, or

exploitation; and

(3) to any state agency in conjunction with defal or state

health benefit program.

[Sections 181.104-181.150 reserved for expansion]

SUBCHAPTER D. PROHIBITED ACTS

Sec. 181.151. REIDENTIFIED INFORMATION. A persoray not

reidentify or attempt to reidentify an individuahw s the subject of any protected health

information without obtaining the individual's cems or authorization if required under this

chapter or other state or federal law.

Sec. 181.152. MARKETING USES OF INFORMATION. (&)

covered entity may not disclose, use, or sell ero® an individual to consent to the disclosure,

use, or sale of protected health information, iditig prescription patterns, for marketing

purposes without the consent or authorization efitidividual who is the subject of the

protected health information.

(b) A written marketing communication must betdaran envelope

showing only the addresses of sender and reciprmhinmust:

(1) state the name and toll-free number of #ath care

entity sending the marketing communication; and

(2) explain the recipient's right to have theipent's name

removed from the sender's mailing list.

(c) A person who receives a request under Subsgatt)(2) to

remove a person's name from a mailing list shallowee the person's name not later than the fifth

day after the date the person receives the request.

[Sections 181.153-181.200 reserved for expansion]

SUBCHAPTER E. ENFORCEMENT




Sec. 181.201. INJUNCTIVE RELIEF; CIVIL PENALTY(a) The

attorney general may institute an action for infiugcrelief to restrain a violation of this chapter

(b) In addition to the injunctive relief providég Subsection (a), the

attorney general may institute an action for gpghalties against a covered entity for a violation

of this chapter. A civil penalty assessed undisrghction may not exceed $3,000 for each

violation.

(c) If the court in which an action under Subget(b) is pending

finds that the violations have occurred with a fregicy as to constitute a pattern or practice, the

court may assess a civil penalty not to exceed $280

Sec. 181.202. DISCIPLINARY ACTION. In addition the

penalties prescribed by this chapter, a violatibtihis chapter by an individual or facility that is

licensed by an agency of this state is subjeatvestigation and disciplinary proceedings,

including probation or suspension by the licensigpgncy. If there is evidence that the

violations of this chapter constitute a patterp@ctice, the agency may revoke the individual's

or facility's license.

Sec. 181.203. EXCLUSION FROM STATE PROGRAMS. In

addition to the penalties prescribed by this chapteovered entity shall be excluded from

participating in any state-funded health care mougif a court finds the covered entity engaged

in a pattern or practice of violating this chapter.

Sec. 181.204. AVAILABILITY OF OTHER REMEDIES. T

chapter does not affect any right of a person unttesr law to bring a cause of action or

otherwise seek relief with respect to conduct ihat violation of this chapter.

SECTION 2. Title 1, Insurance Code, is amendeddding Chapter
28B to read as follows:

CHAPTER 28B. PRIVACY OF HEALTH INFORMATION

SUBCHAPTER A. GENERAL PROVISIONS

Art. 28B.01. DEFINITIONS. In this chapter:




(1) "Health information" means any informationdata

regarding an individual, other than age or gendbether oral or recorded in any form or

medium, that is created by or derived from a heedtie provider or the individual and that

relates to:

(A) the past, present, or future physical, mbmr

behavioral health or condition of an individual;

(B) the provision of health care to an indivatiwr

(C) payment for the provision of health carato

individual.

(2) "Licensee" means a person who holds orgaired to

hold a license, registration, certificate of auttyoror other authority under this code or another

insurance law of this state. The term includeganrance company, group hospital service

corporation, mutual insurance company, local musichihssociation, statewide mutual

assessment company, stipulated premium insurameparoy, health maintenance organization,

reciprocal or interinsurance exchange, Lloyd's pleriernal benefit society, county mutual

insurer, farm mutual insurer, or insurance agent.

(3) "Nonpublic personal health information" medmealth

information:

(A) that identifies an individual who is thebgeict

of the information; or

(B) with respect to which there is a reasonablss

to believe that the information could be used tnidy an individual.

Art. 28B.02. PERSONALLY IDENTIFIABLE HEALTH

INFORMATION: PRIVACY NOTICE AND DISCLOSURE AUTHORIATION. (a) A

licensee must obtain an authorization to disclasernpublic personal health information

before making such a disclosure.




(b) The request for authorization required byg thiticle may be in

written or electronic form and must:

(1) state the identity of the consumer or custowho is the

subject of the nonpublic personal health infornratio

(2) describe:

(A) the types of nonpublic personal health

information to be disclosed:;

(B) the parties to whom the licensee discloses

nonpublic personal health information;

(C) the purpose of the disclosure;

(D) how the information will be used:; and

(E) the procedure for revoking the authorizatio

(3) include the signature and date signed of:

(A) the consumer or customer who is the sulméct

the nonpublic personal health information; or

(B) the individual who is legally empowered to

grant authority;

(4) provide notice:

(A) of the length of time for which the

authorization is valid; and

(B) that the consumer or customer may revoke th

authorization at any time:; and

(5) specify the amount of time that the authaion remains

valid, which may not exceed 24 months.

(c) The right of a consumer or customer to revaka@uthorization at

any time is subject to the rights of an individudlo acted in reliance on the authorization before

receiving notice of a revocation.




(d) The licensee shall retain the original ooaycof the authorization

in the record of the individual who is the subjetthe nonpublic personal health information.

Art. 28B.03. DELIVERY OF AUTHORIZATION. (a) Aaquest for

authorization and an authorization form may bevaéedid to a consumer or a customer if the

reqguest and the authorization form are clear angdgiouous.

(b) A licensee must include delivery of the auidation in a notice

to the consumer or customer only if the licenséenids to disclose protected health information

under this chapter.

Art. 28B.04. EXCEPTIONS. A licensee may disclasapublic

personal health information to the extent thatdiselosure is necessary to perform the following

insurance functions on behalf of that licensee:

(1) the investigation or reporting of actuabpotential fraud,

misrepresentation, or criminal activity;

(2) underwriting;

(3) the placement or issuance of an insuranteypo

(4) loss control services;

(5) ratemaking and quaranty fund functions;

(6) reinsurance and excess loss insurance;

(7) risk management;

(8) case management;

(9) disease management;

(10) quality assurance;

(11) quality improvement;

(12) performance evaluation;

(13) health care provider credentialing verifica;

(14) utilization review;

(15) peer review activities;




(16) actuarial, scientific, medical, or publiglicy research:;

(17) aqrievance procedures;

(18) the internal administration of complianegnagerial,

and information systems;

(19) policyholder services;

(20) auditing;
(21) reporting;

(22) database security;

(23) the administration of consumer disputesiandiries;

(24) external accreditation standards;

(25) the replacement of a group benefit plaworkers'

compensation policy or program;

(26) activities in connection with a sale, merdaensfer, or

exchange of all or part of a business or operatiniy

(27) any activity that permits disclosure withou

authorization under the federal Health InsuranagaBdity and Accountability Act of 1996 (42

U.S.C. Section 1320d et seq.), as amended:;

(28) disclosure that is required, or is a lavdubppropriate

method to enforce the licensee's rights or thesighother persons engaged, in carrying out a

transaction or providing a product or service thatconsumer requests or authorizes;

(29) claims administration, adjustment, and nganaent;

(30) any activity otherwise permitted by lawquéaed

pursuant to a governmental reporting authorityeoguired to comply with legal process; and

(31) any other insurance functions that the csrioner

approves that are:

(A) necessary for appropriate performance of

insurance functions; and




(B) fair and reasonable to the interests of

consumers.

Art. 28B.05. EXCEPTION FOR COMPLIANCE WITH FEDERA

RULES. This subchapter does not apply to a licemdg®o is required to comply with the

standards governing the privacy of individuallyntd&able health information adopted by the

United States Secretary of Health and Human Sesvinder Section 262(a), Health Insurance

Portability and Accountability Act of 1996 (42 UG.Sections 1320d-1320d-8).

Art. 28B.06. PROTECTION OF FAIR CREDIT REPORTING

ACTS. (a) This chapter may not be construed tdifgplimit, or supersede the operation of the

Fair Credit Reporting Act (15 U.S.C. Section 168%ex.) and an inference may not be drawn

based on this chapter regarding whether informasidransaction or experience information

under Section 603 of that Act (15 U.S.C. Sectio@1H).

(b) This chapter does not preempt or supersetigta law related to

medical record, health, or insurance informatiamamy that is in effect on July 1, 2002.

Art. 28B.07. VIOLATION; PENALTIES. A licensee rganot

knowingly or wilfully violate this chapter.

Art. 28B.08. RULES. The commissioner may adoj#s as

necessary to implement this chapter.

Art. 28B.09. INJUNCTIVE RELIEF; CIVIL PENALTY.(a) The

attorney general may institute an action for infiugcrelief to restrain a violation of this chapter

(b) In addition to the injunctive relief providég Subsection (a), the

attorney general may institute an action for gpghalties against a covered entity or health care

entity for a violation of this chapter. A civil palty assessed under this section may not be less

than $3,000 for each violation.

(c) If the court in which an action under Subget(b) is pending

finds that the violations have occurred with a fregicy as to constitute a pattern or practice, the

court may assess a civil penalty not to exceed $280




(d) The civil penalty authorized by this articten addition to any

other civil, administrative, or criminal action pided by law.

Art. 28B.10. DISCIPLINARY ACTION. In addition tthe penalties

prescribed by this chapter, a violation of thispgilea by a licensee is subject to investigation and

disciplinary proceedings, including probation ospension. Evidence of a pattern or practice of

violations under this chapter may subject the kemnto license revocation.

Art. 28B.11. EXCLUSION FROM STATE PROGRAMS. In

addition to the penalties prescribed by this chraptéicensee shall be excluded from

participating in any state-funded health care mpouif there is evidence that the licensee

engaged in a pattern or practice of violating thapter.

Art. 28B.12. AVAILABILITY OF OTHER REMEDIES. Tis

chapter does not affect any right of a person unttesr law to bring a cause of action or

otherwise seek relief with respect to conduct ihat violation of this chapter.

SECTION 3. Section 161.032, Health and SafetyeC@®lamended
to read as follows:

Sec. 161.032. RECORDS AND PROCEEDINGS CONFIDENTIA
(a) The records and proceedings of a medical cti@enare confidential and are not subject to
court subpoena.

(b) Notwithstanding Section 551.002, Governmeod €, the

following proceedings may be held in a closed nmegtollowing the procedures prescribed by

Subchapter E, Chapter 551, Government Code:

(1) a[A] proceeding of a medical peer review committee, as

defined by Section 151.002, Occupations Cldde3.-Medical Practice-Act{Article-4495D,

Vernon'sTexas-Civil-Statutdspr medical committeg] or
(2) a meeting of the governing body of a public htapi

hospital district, e hospital authority, or health maintenance orgaman of a public hospital,

hospital authority, hospital district, or state-egiteaching hospitat which the governing body




receives records, information, or reports providgd medical committeger] medical peer

review committee, or compliance officigs-retsubjecto-Chapter 551 -Government-Chde

(¢) Records, information, or reports of a medical nuottee,[ef]

medical peer review committee, or compliance offaned records, information, or reports

provided by a medical committeey] medical peer review committee, or complianceaceiffio

the governing body of a public hospital, hospitatritt, or hospital authority are not subject to
disclosure under Chapter 552, Government Code.

(d) [(b)] The records and proceedings may be used byotinendttee
and the committee members only in the exerciseadgr committee functions.

(e) The records, information, and reports rectmemaintained by a

compliance officer retain the protection providedtihs section only if the records, information,

Or reports are received, created, or maintaineddrexercise of a proper function of the

compliance officer as provided by the Office ofdastor General of the United States

Department of Health and Human Services.

(f) [€e)] This section and Subchapter A, Chapter 160, atons
Code[Section-5-06,-Medical Practice-Act(Article 4495 ernon's Fexas-Civil-Statutésilo not

apply to records made or maintained in the regudarse of business by a hospital, health

maintenance organization, medical organizatioryvemsity medical center or health science
center, hospital district, hospital authority, atemnded care facility.
SECTION 4. The heading to Subchapter D, Chag#&r Health and
Safety Code, is amended to read as follows:
SUBCHAPTER D. MEDICAL COMMITTEES[AND] MEDICAL
PEER REVIEW COMMITTEES, AND COMPLIANCE OFFICERS

SECTION 5. (a) Except as provided by Subsedidnthis Act takes
effect September 1, 2001.

(b) A covered entity shall comply with the reaunrents of Chapter
181, Health and Safety Code, as added by thismdttiater than September 1, 2003.



(c) Chapter 28B, Insurance Code, as added bytijgakes effect
January 1, 2002.

(d) The commissioner of insurance may delay tite &r
compliance with Chapter 28B, Insurance Code, as@dg this Act, if the commissioner
determines that an entity needs more time to eshapblicies and systems to comply with the
requirements of that chapter.

(e) An authorization or consent granting accesmtindividual's
health care records executed before the effecate af this Act is governed by the law in effect
when the authorization or consent was executedttentbrmer law continues in effect for that

purpose.
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